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Item 1

Payment terms: 50% advance payment against invoices by direct credit upon
order confirmation. Remaining 50% payment against invoices by direct
credit upon HKPC sign of User Acceptance, with 30 days credit.

HH1
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ITtem 2

Payment terms: Monthly payment based on actual Pay As You Go consumption.
The Supplier shall issue monthly invoices for the actual usage of the
subscription, with 30 days credit.

HH2
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Item 3

Payment terms: Yearly advance payment against invoices by direct credit.
Supplier shall issue invoice for each year’ s subscription 30 days before
the beginning of each contract year (Year 2), with 30 days credit.
HH3
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2.1. Implementation of 2 Year MPLS Leased Line and Workload Account Subscription Service

in Chinese Mainland Cloud (Shenzhen Region) Landing Zone

o A fully managed solution to design, implement, configure, and handover one (1) Workload
Account together with a dedicated MPLS Leased Line connecting HKPC’s on-premises
infrastructure in Hong Kong to the Chinese Mainland Cloud (Shenzhen Region) Landing Zone

e The solution shall ensure seamless hybrid connectivity, secure routing (especially for routing
configuration of Microsoft-related services), and full integration with WFOE’s Landing Zone
environment

e The Supplier shall be responsible for all prerequisite setups in the Landing Zone, networking,
and security components necessary to support the Workload Account and MPLS connectivity

o The Workload Account, MPLS Network Account, Landing Zone and associated components

shall be owned and managed by WFOE after handover

The Supplier shall provide the following (at minimum but not limited to):

2.1.1. Workload Account Setup and Integration

Provision and configure one (1) dedicated Workload Account within WFOE’s Chinese Mainland
Cloud (Shenzhen Region) Landing Zone.

Conduct a comprehensive review of WFOE’s existing on-premise server environment, including
hardware, operating systems, applications, dependencies, and current network architecture.

Propose a detailed network design and migration strategy to ensure seamless integration between

the on-premise environment and the new Workload Account via the MPLS Leased Line.
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e Migrate existing VM resources, configurations, applications, and data from WFOE’s on-premise
environment to the Workload Account in the Landing Zone.

e Ensure zero-downtime or minimum-downtime data and VM migration using proven methodologies
(e.g. live migration, replication, or hybrid cutover strategy).

e Full integration of the Workload Account with the Landing Zone structure, including proper folder
placement, IAM policies, resource sharing mechanisms, and security baselines.

e Configure routing policies to enable Microsoft-related services (e.g. Microsoft 365, Azure AD,
Dynamics 365, etc.) to route optimally through the MPLS Leased Line to Hong Kong.

e Set up necessary VPC, subnets, route tables, security groups, and network ACLs to support secure
and efficient traffic flow between the Workload Account and HKPC’s on-premises environment.

e Implement centralized identity and access management integration using CloudSSO with federated

acCcCess.

2.1.2. MPLS Leased Line Implementation

e The MPLS Leased Line solution shall be based on Gold Plan (or equivalent highest-tier service plan)
offered by the service provider, providing the best available performance, priority routing, enhanced
monitoring, and premium support.

e Provision and implement a dedicated 40Mbps MPLS Leased Line from WFOE’s Chinese Mainland
Cloud (Shenzhen Region) Landing Zone to HKPC’s on-premises infrastructure in Hong Kong.

e MPLS Leased Line Bandwidth shall be minimum 40Mbps committed, with option for burst
capability

e Provide end-to-end SLA of 99.9% uptime and core backbone SLA of 99.99%.

e  7x24 technical support with first call response within 15 minutes and second call resolution support
within 20 minutes.

e Dedicated Customer Manager as the first point of contact for all service-related matters.

o Ensure stable, secure, and low-latency hybrid connectivity suitable for production workloads,
including Microsoft services routing.

e Provide full configuration, testing, and handover of the MPLS connection, including BGP routing,
QoS settings (if required), and redundancy design.

e The Supplier shall complete the full circuit provisioning, testing, and handover within 45 calendar
days from contract award (or earlier if possible).

e Provide proactive 7x24 monitoring with NetFlow traffic visualization, monthly/quarterly/annual
service reports, and regular health check reports.

e Include VIP customer support channel (WeChat/enterprise group) with dedicated Technical

Specialist and Account Manager.
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Support multi-language (Cantonese, English, Mandarin) for all support and reporting.

The line must support seamless integration with Palo Alto Cloud Firewall for advanced security
inspection and policy enforcement.

Provide full redundancy design proposal and failover testing during implementation.

All configuration, IP allocation, BGP routing, QoS settings, and security hardening shall be
performed and documented by the Supplier.

2.1.3. Landing Zone Prerequisites and Supporting Components

Ensure the Workload Account is deployed within a secure and governed Enterprise Landing Zone
environment that complies with WFOE’s Chinese Mainland Cloud (Shenzhen Region) Landing
Zone best practices.

Provide a Management Account under Resource Directory, including centralized policy
management, folder structure, governance rules, and account provisioning automation

Provide a dedicated Security Account for centralized security and compliance management

Provide a dedicated Audit Account for centralized logging, auditing, and long-term log archive
Provide a dedicated SSO Account for centralized identity and access management

Provide a dedicated Network Account (Hub) with firewall capabilities inside

Provide a dedicated Shared Services Account containing shared resources and resource allocation
mechanisms

Provide a multi-account environment using Chinese Mainland Cloud Resource Directory with the
ability to provision new accounts/folders

Provide a centralized identity and access management using CloudSSO with federated access and
integration capabilities

Provide a dedicated Network Hub account within the Landing Zone, configured with secure hybrid
connectivity to HKPC’s on-premises infrastructure

Deploy and configure a Cloud Firewall (software version) within the Network Account to secure
the hybrid connectivity via MPLS.

A Centralized Firewall with single policy table for creating policy to allow or block traffic based on
Source or Destination IP Address, Port Number, username, user group, application, HIP and URL
category

A Centralized Firewall with Full integration with the MPLS Leased Line and Workload Account
traffic.

A Centralized Firewall with ability to create security poilicies to prevent credential theft

A Centralized Firewall be able to identify application over port-based policy and through simple

click to add application to existing policy
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A Centralized Firewall with SSL decryption for TLS v1.3 in all modes

A Centralized Firewall with ability to request URL re-categorization from the firewall WebGUI

A Centralized Firewall be using FQDN as the source and destination IP address object

A Centralized Firewall with DoS Policy and able to control session of source of destination IP
address and services

A Centralized Firewall with Post-Quantum VPN support with PQ Pre-shared Key, Hybrid KEM
support based on RFC 8784

A Centralized Firewall with IKEv2 RFC 9242 and RFC 9370 produces hybrid keys to protect
against QC attacks

A Centralized Firewall with SSLVPN solution and support client application connect to SSLVPN
via Windows, Mac, Linux, Android, Chrome and Hypervisors OS

A Centralized Firewall with VPN split tunneling based on destination domain, client process and

video streaming application

2.1.4. Project Deliverables and Services

Ensure the Services are using centralized logging, monitoring, and alerting through ActionTrail,
Log Service (SLS), CloudMonitor, and related services

Preventive and detective controls, security baselines, and compliance policies in Chinese Mainland
Cloud. The detailed controls and policies shall be reviewed and agreed with WFOE

Ensure the Services is deployed and managed in compliance with Chinese Mainland Cloud best
practices and relevant regulations

Technical expertise to advise on networking, access management, security strategies, and
governance to align with WFOE’s requirements

Enable a governance model that allows WFOE to gradually migrate existing and new
resources/accounts into the centralized Landing Zone

Include 1st Year Subscription Services for all services and including support during the first year
Perform knowledge transfer, training, and provide complete as-built documentation, diagrams, and
operational runbooks

Create all resources under WFOE entity

Expected completion date of implementation: 30 Oct 2026

BLN R FR SR e TR

Please suggest the brand of Workload account
with Landing Zone :

Please suggest the brand of MPLS Leased Line

11 of 20



&,

*hkpc’

ENB

with Landing Zone :

Qualification Requirement

2.2. The Supplier shall provide sufficient technique and submit the following certification to the

WFOE representative according to the professional requirements below:

(i) The Supplier shall

be authorized Landing Zone Partner, Specialization Partner and under Partner Program.

(i) The Supplier shall deploy a team of professional staff conforming to the above

requirements to carry out the contractual obligations. The professional staff shall be

full-time employees of the Supplier and shall only be engaged in one function of the table

below. The qualification and experience of the staff member will be considered up to the

Closing Date of this Request. The minimum number of staff members to be deployed

throughout the Contract Period is as follows:

Staff Role Qualification and Experiences
Technical e Shall have at least 15 Years IT experiences
Manager e Shall have at least 8 years China or Hong Kong Government Bureau,
Department and Related Organisation project experiences in managing Landing
Zone cloud service implementation and support
e Shall have a certified and valid Landing Zone Solutions Architect
Cloud e Shall have at least 10 Years IT experiences
Infrastructure | ¢ Shall have at least 5 years China or Hong Kong Government Bureau,
Architect Department and Related Organisation project experiences in managing Landing
Zone cloud service implementation and support
e Shall have a certified and valid Landing Zone Solutions Architect
Service o Shall have at least 5 Years IT experiences
Specialist e Shall have at _least 3 years China or Hong Kong Government Bureau,

Department and Related Organisation project experiences in managing Landing
Zone cloud service implementation and support

Shall have a certified and valid Landing Zone Solutions Architect

Shall have a certified and valid Landing Zone Network certificate

Please provide qualifications of at least 3 team members including relevant job experience, years of
service in current company and certificates with supporting documents or certificate of qualified
Landing Zone Partner, Specialization Partner and under Partner Program

Qualification (Refers to Part I — Technical Specification Section 2.2)

12 of 20




(]

*hkpe’

ENB

Team Member 1:

Name:
Role:

Years of service in current company:

Qualification:

Certification:
CV:

Team Member 2:

Name:
Role:

Years of service in current company:

Qualification:

Certification:
CV:

Team Member 3:

Name:
Role:

Years of service in current company:

Qualification:

Certification:
CV:

*** Please submit all supporting documents and relevant information together with your Technical
Proposal. Failure to do so will result in your Technical Proposal being discarded and not considered

for evaluation

2.3. The Supplier shall provide a list of project references for at least four (4) major customer

reference sites in China or Hong Kong Government Bureau, Department and Related

Organisation that successfully adopted Landing Zone services in_the past three (3) vears. The

project reference shall include the following project characteristics:

e One of the project references must demonstrate a Landing Zone billing amount exceeding
HKDS 2.5 million

e The project must showcase the effective use of Landing Zone services as outlined in Item 1.

Please provide at least 4 relevant job references with clients’ name/business nature, project
scope, type & number of professional deployed (with certificates), and in recent 3 years.
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Job Reference (Refers to Part II — Technical Specification Section 2.3)

Job reference 1:

Company Name/ Client Business Nature (e.g. HK Gov):

Project Name:

Project Scope:

Project Amount (HKS$):

Landing Zone Services included:

Landing Zone Services details sizing:

Landing Zone Services Maintenance period:

Landing Zone Services Support SLA:

Project Duration (Start & End Date):

Location of Technical support Team:

Location of Billing support Team:

Job reference 2:

Company Name/ Client Business Nature (e.g. HK Gov):

Project Name:

Project Scope:
Project Amount (HKS):

Landing Zone Services included:

Landing Zone Services details sizing:

Landing Zone Services Maintenance period:

Landing Zone Services Support SLA:

Project Duration (Start & End Date):

Location of Technical support Team:

Location of Billing support Team:

Job reference 3:

Company Name/ Client Business Nature (e.g. HK Gov):

Project Name:

Project Scope:
Project Amount (HKS):
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Landing Zone Services included:

Landing Zone Services details sizing:

Landing Zone Services Maintenance period:

Landing Zone Services Support SLA:

Project Duration (Start & End Date):

Location of Technical support Team:

Location of Billing support Team:

Job reference 4:

Company Name/ Client Business Nature (e.g. HK Gov):

Project Name:

Project Scope:
Project Amount (HKS):

Landing Zone Services included:

Landing Zone Services details sizing:

Landing Zone Services Maintenance period:

Landing Zone Services Support SLA:

Project Duration (Start & End Date):

Location of Technical support Team:

Location of Billing support Team:
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1 Implementation of 1 Years MPLS| 1 Job
[Leased Line and Workload Account
Subscription Service in Chinese
Mainland Cloud (Shenzhen Region)
Landing Zone
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For details specification, please
refer to “Hhriiks SZ00073 HEE
Ay - BOREE”

[Workload Account Subscription in| 12

7 [Chinese Mainland Cloud (Shenzhen| Months
Region) Landing Zone (Pay As You
Go) for 2™ Years
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For details specification, please
refer to “Hhriiks SZ00073 HEE
—H - HRAE

18 of 20



*hkpe’

ENB

3

|MPLS Leased Line in Chinese|1 Years
Mainland Cloud (Shenzhen Region)
Landing Zone for 2™ Years
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2)

Item 1

Payment terms: 50% advance payment against invoices by direct credit upon order
confirmation. Remaining 50% payment against invoices by direct credit upon HKPC sign of
User Acceptance, with 30 days credit.
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Item 2

Payment terms: Monthly payment based on actual Pay As You Go consumption. The
Supplier shall issue monthly invoices for the actual usage of the subscription, with 30 days
credit.

HH?2
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3) Item3
Payment terms: Yearly advance payment against invoices by direct credit. Supplier shall
issue invoice for each year’s subscription 30 days before the beginning of each contract year
(Year 2), with 30 days credit.
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